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Several parties have begun the implementation of BEST.  As part of this activity the following issues have been found with TS 33.163 release 15.0.0:

1. The length of the Session ID in the EMSDP Session Start message from the HSE to the UE cannot be determined.

2. The EMSDP Manage Keys Response command is unclear when there are multiple active keys and unclear about deletion of keys.

3. The counter scheme to be used in the BEST Service configuration TLV is unclear as the table and the text say different things.

1) Session ID scheme
Issue: The session ID is set by the HSE before the UE knows the session ID length preventing the message from being decoded.

Solutions Considered:

a) Fix the session ID to 1 byte – whilst being very data efficient (as there is only 1 byte used), this is very limiting and means that the HSE will have to hols s combination of UE ID and Session ID to know which UE its internal records are for.  This solution will limit the other uses that the BEST protocol may be used for.

b) Create a coding scheme for the session ID that encodes the length of the session ID – Vodafone proposes a scheme where the highest nibble being set in a session ID byte means "the next byte is also a session byte" – using this scheme, all bytes except the last byte will have their higest bit set to 1.  This has the advantage of having a deterministic length for the session ID, flexibility of the session ID being used (for instance each byte of the session ID could have an ASCII character in the lower 7 bits).  It does however halve the number of session IDs when only 1 byte is used and as the session ID is sent in every message long session IDs will have a detrimental battery effect.  However on balance this seams a good "standards solution" that allows the right level of flexibility in the BEST protocol.
Option b is chosen in S3-171747 that details the implementation of this change.

So that the order of the information in the specification is sensible, Vodafone propose that the Session ID scheme be added to the section that has the counter Scheme (renaming the whole section)
2) The EMSDP Manage Keys Response command
The EMSDP Manage Keys Response command is unclear when there are multiple active keys and unclear about deletion of keys.  In discussion with other parties, Vodafone determined that there should be clear definitions for the add, replace and delete key operations.

There appears to be 2 main key approaches:

· 1 active key in a session – any new key negotiated automatically causes the old key to be deleted on fist use of the new key.  This approach does not allow different keys to be used between control and user plane messages.

· Multiple active keys for a session. For this scheme further standardisation is needed. In this scheme multiple keys can be agreed that can be used for whatever purpose they are needed.

Vodafone considers that the multiple key approach is required for UE to EAS communication and also multiple keys allows for more secure and flexible use.

In S3-171747, Vodafone proposes the addition of a new TLV and 4 functions for the manage key command:

· "add new key" – adds a new key without deleting any other key

· "Update Key" with deletion key same as new key – this is a key value replacement.

· "Update Key" with deletion key different to new key – this is a key change similar to IKE where the first use of the new key causes the deletion of the old key.

· "delete key" – deletes a key.
3) The counter scheme to be used in the BEST Service configuration TLV is unclear 
The BEST counter scheme to be used does not appear in table 6.2.6.1.2-2 but still has a definition below the table.

As there is only one counter scheme, and it has the length of the counter embedded in the message, there is no need for the counter length to be in the BEST Service configuration TLV.  In this case Vodafone proposes to delete the BEST counter scheme from the text below the table.

